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ABSTRACT 

 

Digital Watermarking is one of the important techniques to secure media files in the 

domain of data authentication and copyright. It can be defined as hiding digital 

information in the host data to protect the content from unauthorized users. It is required 

for content authentication, to prove ownership and to get some copyright-related 

information. For this paper, my work focuses on Image watermarking among other media 

types. As it can be assumed that a successful image watermarking approach can be later 

be applied to videos easily by taking video frames at some instant of time. 

Tampering is a problem that has gained importance because of increasing use of digital 

media on the internet. More the data transmission more is the risk of the original content 

getting degraded or tampered. Hence the detection followed by restoration is important. 

Most of the research carried out so far in tamper detection are non-blind or semi-blind 

techniques, while more recent work includes tamper detection of the image using blind 

extraction algorithms.  

There are lot of methodologies proposed in order to solve this problem. Some of them are 

schemes focussing on just the watermark extraction using DFT, DCT and some are more 

robust schemes using DWT as the base algorithm. Each algorithm proposed has 

advantages and disadvantages over different problem sets. This leads attentions towards 

developing a more robust and highly imperceptible methodology that is well equipped in 

detection, and localization of the tamper.  

The proposed algorithm uses DWT for watermark embedding and extraction. The 

extraction algorithm is a blind algorithm, which means the extraction method does not 

require either the original image or the watermark to extract watermark from the tampered 

image. The scheme focuses on improving the PSNR of the watermarked images and the 

detection rate of the tampered images.  

In this paper, a blind and informed watermarking approach is proposed. The watermark is 

built from the original image using the most significant bits method. The approach aims 

to provide a high robustness and imperceptibility with perfectly tamper detection zone. 

The original image is divided into blocks and the MSB of each block is inserted into its 

partner block’s LSB. The watermark is embedded into the transfer domain. The proposed 

algorithm uses DWT for watermark embedding and extraction. The watermarked images 

are tampered and tested to locate the tampered area in the image. The experimental results 

prove the imperceptibility and the perfect detection of the tamper zones. 
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CHAPTER 1 

INTRODUCTION 

 

               “The Internet is becoming the town square for the global village of tomorrow” 

Bill Gates (1975-present). The Internet plays host to all aspects of economic and social 

life. In the recent era, the Internet has become the huge hub of data which are crucial as 

well as less crucial. IBM claims 90% of the todays data was generated in just the last two 

years. This is because of the availability of inexpensive sources that generate data like 

texts, images, videos and audios within no time. Among all types of data, images occupies 

an effective position since the information that an image carries can be understood way 

faster than the respective texts. Moreover, the digital documents can be distributes 

worldwide without much time and effort. And here the role of internet comes into play 

which aids in real time information delivery. Unlike traditional copying that also degrades 

the quality of the content, multiple copies can be created of the digital images without lose 

in quality in a short span. That is no quality loss at basically no cost. Thus, this unlimited 

duplication of data threatens the intellectual property rights of the content owners. As said 

there is a much need for technologies that promise to protect their rights. 

       The crucial data requires more protection and security from the various threats and 

new attacks that breach the security of ownership. The digital media can be manipulated 

easily using various image editing software. Copying is simple with no loss of fidelity. A 

copy of digital media is identical to the original so in no way the owner can claim his 

rights over his work and prevent it from being used in improper way just by looking at it. 

Thus the solutions to combat issues of ownership in legal disputes, copyright, copy 

control, content integrity and intellectual property right protection can be Steganography, 

Cryptography, Digital Watermarking, Digital Fingerprinting and digital signature. 

       In cryptography, the data to be secured is encrypted using encoder i.e. the plain text 

is converted to the cipher text, and is transferred over the transmission channel. A key is 

provided to the legitimate owner (one who has paid for the content). The receiver on 

getting the ciphered text decodes it to get the actual message. However encryption does 

not provide overall protection. The owner is unable to discover how his product is being 

handled after it has been decrypted by the buyer. Also, once the encrypted data are 

decrypted, they can be freely distributed and manipulated. A pirate user can distribute 

numerous copies of the decrypted (unprotected) data. In fact, watermarking can 

complement encryption. Encryption can protect data during transmission and 

watermarking can be used afterwards to prosecute copyright infringements. 

Steganography is a bit similar to encryption or cryptography. In steganography, the critical 

data is hidden inside some other content and is transmitted. The advantage of 

steganography over cryptography alone is that the intended secret message does not attract 

attention to itself as an object of scrutiny. Plainly visible encrypted message arouse interest 

of the pirates. Thus, whereas cryptography is the practice of protecting the contents of a 

message alone, steganography is concerned with concealing the fact that a secret message 

is being sent, as well as concealing the contents of the message.  
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Watermarking can insert a unique mark into every copy of the work like movie, therefore 

an illegal copy can be traced to the original source, for example to a specific theater. But 

digital fingerprinting cannot do that, it can only tell you a certain content is very similar 

to an “original” content. Thus watermarking has a clear advantage for tracing. Whereas a 

digital signature is a mathematical scheme for demonstrating the authenticity of the digital 

message or document. A valid digital signature gives a recipient reason to believe that the 

message was created by a known sender, and that it was not altered in transit. But the most 

effective way for copyright protection and content integrity is digital watermarking. 

To begin with a quick background of watermarking is given and then the attention is given 

to the watermarking requirements that watermarking system must meet, types of 

watermarking, applications and various attacks on a watermarking system. 

The below list contains some standard terms related to digital watermarking which are 

used throughout the thesis: 

 Host Image – The cover image over which the watermark is to be embedded. 

 Watermark – Some kind of data embedded to the image for copyright protection and 

content authentication at the usage by third party. 

 Watermark embedding – The process of adding watermark to the host image. 

 Watermarked Image – The resultant host image after being embedded with the 

watermark. 

 Tampered Image – The watermarked image which has gone some kind of 

modifications or alterations. 

 Watermark extraction – To retrieve the watermark from the tampered or modified 

image to verify the source and for content authentication. 

 Watermark scheme – Comprises of watermark embedding and watermark extraction. 
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CHAPTER 2 

DIGITAL WATERMARKING 

 

Digital Watermarking is the act of hiding digital information in a carrier signal; the hidden 

information should but does not need to, contain a relation to the carrier signal. A 

watermark is embedded to protect the host data and it becomes an integral part of the data, 

always attached to it wherever the data is transferred. The watermark usually carries the 

copyright or the ownership information of the content. Though digital watermarking and 

steganography sounds similar, these two are completely different concepts. In 

steganography, the hidden data is on the highest priority for sender and receiver whereas 

in watermarking both the source image and the hidden image, signature or data is on 

highest priority. The information hidden is used for verifying the authenticity, ensuring 

data integrity and to protect unauthorized access of the content. It is prominently used for 

tracing copyright infringements. 

The watermark stems from the ancient art of a figure or design incorporated into paper 

during its manufacture and appearing lighter than the rest of the sheet when viewed in 

transmitted light for the same purpose. Watermarks have been used on postage stamps, 

currency and other government documents to discourage counterfeiting. Figure 2.1 shows 

the perceptible watermark on a sheet of paper. (Image taken from 

http://www.watermarks.info/todo.htm). 

 

With the increasing rate of piracy and copyright proof, digital watermarking has become 

a good topic of research. For example the music and video industry loses billions of dollars 

Figure 2.1: Perceptible watermark embedded in a sheet of paper. 
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per year due to illegal copying and downloading of copyrighted materials from the Internet 

[9]. More robust algorithms need to be developed to prevent integrity and authenticity 

where the integrity shows the content intact from illegal manipulation and the authenticity 

prove the data originality as sent from the source [13]. Ideally digital watermarks should 

be hard to notice, difficult to reproduce, and impossible to remove without destroying the 

medium they protect. Continuous efforts are being made to devise efficient watermarking 

schemes but techniques proposed so far do not seem to be robust to all possible attacks 

and various multimedia data processing operations. Basically digital watermarking is 

gaining so much attention because of sudden increase in threats to intellectual property 

rights. An illegal user or a pirate tries to modify the original data or host image by either 

removing the watermark to violate a copyright or cast the same watermark after altering 

the data in order to forge the proof of authenticity or tries to tamper the image so that it 

becomes difficult to identify the original.  

 

2.1 The Watermarking Process 

The watermarking process can be divided into two parts: watermark embedding and 

watermark extraction. 

2.1.1 Watermark Embedding 

Watermark embedding is a process of embedding some bits or a logo or an owner 

identified image into the host image. Embedding is carried out to enhance the security of 

the original image and prevent it from being misused. The block diagram in the Figure 2.2 

shows the watermark embedding process. 

  

The embedder takes two inputs. One is the host image or the cover image in which the 

watermark has to be embedded. And the other is the watermark that is to be embedded 

inside the cover image. The watermark can be either a separate image or logo or can also 

be a part of the host image itself. The output of the embedding system is the watermarked 

image whose visual quality must not degrade if the watermark inserted is the inviable one. 

But if it’s a visible watermark then obviously it will affect the visual quality of the host 

image. 

 

 

Embedder 

Digital data 

Watermark 

Watermarked 

Digital data 

Figure 2.2: Watermark embedding process 
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2.1.2 Watermark Extraction 

Watermark extraction is the process to retrieve the watermark from the image that may or 

may not have undergone alterations. The watermark extracted can be used for tracing the 

source or to solve legal disputes by protecting the copyright of the owner. The watermark 

that has been extracted can also help in detecting the tampers and thus recover it using the 

algorithm using which the watermark had been embedded. Thus watermark extraction is 

a vital part in watermarking process. The Figure 2.3 represents the block diagram of 

watermark extraction. A key may (or may not) be used to extract watermark from the 

tampered image. 

 

 

The extraction algorithms are of 3 types: blind, semi-blind and non-blind. Each type is 

discussed in detail in the upcoming sections. Mainly the blind extraction algorithm 

requires the key for watermark extraction as there is no availability of the host image or 

the original watermark embedded into the cover image. Further details on extraction 

algorithms is been discussed in section 6 of this chapter.     

  

2.2 Application Areas of Digital Watermarking 

Watermarking technologies can be applied in every digital media where security and 

owner identification is needed [10]. Among various applications, the focus of my work is 

on tamper detection application of digital watermarking. Watermarking schemes are 

useful in the following areas:  

2.2.1 Copyright Protection 

The purpose of copyright is protecting the creator against infringement. The one who 

originates the work is the creator of the work. In other words, a person whose mental or 

creative effort resulted in the finished version of the work is the creator of his work. 

Copyright arises at the time when the work becomes available to third parties and thus the 

need for copyright protection which can be effectively done by watermarking the work 

beforehand. 

No formality or legal actions are required to acquire a copyright. Nevertheless, it is good 

to officially record the date on which the work was created in order to ease the process of 

detection of illegal modifications and ultimately, protect the copyright. When a work 

Extractor 

Watermarked Image 

Key 

Watermark 

Image 

Figure 2.3: Watermark extraction process 
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contains a valid copyright, an infringer cannot claim in court that he or she did not know 

that the work was copyrighted.  

If the work is produced by an individual, copyright protection will generally end 70 years 

after his death. But if a company is regarded as the creator of a work, copyright protection 

expires 70 years after introduction or publication of the work [ref]. The other use of 

watermarking for copyright protection can be in broadcasting fields. A channel’s video 

can be shown on another channel without giving credits to the original broadcasted 

channel. Also without paying the required fees for the copyrighted content. Copyright 

protection thus provides benefits in the form of economic rights which entitle the creators 

to control use of their literary and artistic material and to obtain an appropriate economic 

reward. 

2.2.2 Copy Protection 

Copy protection is a type of content protection or copy restriction. It is an effort to prevent 

reproduction of the digital media or any other sort of work mainly due to copyright reasons 

i.e. to prevent illegal copying. Unauthorized copy and distribution accounted for $2.4 

billion in lost revenue in the United States alone in the 1990s. The illegal copying of the 

data is affecting much to the musical and gaming industry thus there is a serious need for 

protecting the data from any sort of reproductions. And here, the digital watermarking 

come into role and ease the tension of the host data owners who are continuously looking 

for techniques to protect their copyrighted contents. Thus there is a requirement for 

copying devices to be integrated with the watermark detecting circuitry. 

2.2.3 Tamper Detection 

Tamper detection is a process that makes unauthorized access to the protected objects 

easily detected. Seals, markings or techniques like watermarking may be tamper 

indicating. Tampering is the act to modify the content without notice any change at the 

destination [13].  

Tampering means deliberate alteration or modification to the information or system. Often 

multiple level of security needs to be address to reduce the risk of tampering. We can 

make use of digital watermarking to detect tampers in the data. The algorithm used to 

embed watermark in the data can be traced backward at the destination to figure out 

whether or not some kind of tamper has been done on the host data. Tamper can be as 

small as not visible to human eye. For example, the date of diagnosis can be changed for 

3 to 8 in a digitized medical test report using any image editing software. Another example 

can be successfully tampering the car number plate to hide the original car identity. A 

watermarking system can be embedded in digital cameras to help resolve the issue. If 

somebody tries to tamper the data, the watermark will get destroyed indicating that the 

data is tampered. Thus, to prevent such illegal acts a properly watermarked image is 

required so that any sort of tamper can be detected and thus restored to original. In this 

thesis we will develop watermark for tamper detection. 

2.2.4 Broadcast Monitoring 

Broadcast monitoring service automatically monitors network, cable and local TV 

programs to find what is being shown on TV. It is basically a way to detect whether the 

paid contents or programs are broadcasted as decided or not. For example, the 
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advertisement companies may want to ensure they are given the exact amount of airtime 

for which they have paid for. Another example can relate to musicians and actors that they 

are given enough payment for displaying their work on TV or theatres. The channels want 

a security that their content is not being copied or recorded and being shown on another 

websites without their consent. Thus to provide security to such issues a proper system is 

required. Digital watermarking can be of a lot help in such situations providing knowledge 

about the misleading behavior of the respective system by putting a unique watermark in 

each video or audio file prior to broadcast. New items can have a value of over $100,000 

per hour, which make them very vulnerable to intellectual property rights violation. 

Automated broadcast monitoring stations can thus keep full check on which video/audio 

file has been broadcasted where and how many times.    

2.2.5 Fingerprinting 

Detecting the watermark from any illegal copy can lead to identify the person who has 

leaked the original content. Digital Fingerprinting is a technology which enables content 

owners exercise greater control on their copyrighted content by effective identification, 

tracking and monitoring across distribution channels while opening additional 

monetization avenue by exploiting extended value of digital assets. Digital Fingerprints 

are compact digital impressions extracted from the original content (audio or video) which 

represents content’s characteristics and have enough details to identify a content variant 

upon comparison. 

If out of number of legal buyers, one start selling the digital media illegally it is very 

difficult to identify who among many is a threat to the business. Thus if a unique 

watermark is embedded in each digital copy of the media then it would be easy to identify 

the faulty by tracing the watermark present in the leaked copy of the media.  

2.2.6 Medical Applications 

Watermarks can also convey object-specific information to users of the object. For 

instance, a watermarked digital medical report can help doctors and medical facilities to 

verify that the reports are not edited by illegal means i.e. they are in their original form 

and are completely true. Modifications like cropping or scaling can occur. Hence 

techniques like watermarking are required that are robust to such geometric 

transformations as medical data of the patients are too crucial to be modified. These 

medical reports are the only information that describes what further diagnosis is required 

for the patient. 
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2.3 Characteristics of Watermarking Schemes 

A good watermarking scheme must adhere to the following characteristics. 

1) Imperceptibility: In terms of watermarking, imperceptibility represents the invisibility 

of watermarks to human eyes (regarding the human visual system (HVS)), or if a 

watermark is an audio clip, it should not be audible to human ears. The watermark 

embedded into the host should alter the original content till the extent it is not visible to 

our eyes. The owner of the data would not like his content getting modified for the sake 

of security. That means the invisible watermarks should not degrade the quality of the 

content [19] whereas no such limitations with visible watermarks. But in general visible 

watermarks are more prone to damages and are less robust. Figure 2.4 represents the 

original image and the watermarked image. By looking at two picture one cannot figure 

out the difference between both the pictures. This is what imperceptibility of the 

watermarked image is. 

                            (a)                                                                         (b) 

 

2) Robustness: Robust watermarking techniques are the ones that can withstand malicious 

attacks like normal media operation such as filtering, compression; geometrical 

modifications such as rotation, cropping; addition of noise or color correction. Robustness 

helps in achieving the target of copyright and ownership issues. Any attempt to remove 

the watermark from image should severely degrade the image’s visual quality. However 

it depends on the need of the application that whether a robust watermark is required or 

the fragile watermarking scheme. Fragile watermarks, also called hard authenticate, are 

designed to detect every possible change in pixel values [1]. Even the slight non-malicious 

modification in the image would destroy the watermark. That means fragile watermarks 

are sensitive to modifications. They are good at strict level of integrity check. Medical 

applications require fragile watermarking schemes as their data is very critical and a 

patient’s life is depended on it. Another type of watermark is semi-fragile watermark. 

Semi-fragile watermarks are moderately robust and thus provide a “softer” evaluation 

criterion (authentication with a “degree”). Well suited for content authentication. These 

lie between robust watermarks and fragile watermarks. Some schemes have been 

Figure 2.4: Imperceptibility (a) Original host image and (b) Watermarked image 
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specifically designed to be compatible with certain distortions, such as JPEG or wavelet 

compression. To develop a more robust scheme the watermark must be distributed all over 

the image but this will have its impact on the imperceptibility value of the host image. 

Thus a good balance has to be maintained between the imperceptibility and the robustness 

of the watermark.  

3) Capacity: Storing a watermark needs some space in the image or the video content. But 

less memory space increases the transmission process’s performance [5]. Hence image 

compression algorithms should be applied but should not affect the visual quality of the 

original content. The number of bits carried by the watermark could be as low as one bit 

or several hundred bits. Thus, low bit-rate watermarks are less robust where bit-rate refers 

to the amount of data a watermark can encode in a signal. Obviously, there is a trade-off 

between the robustness and the capacity of the watermark [6].  

4) Computational Complexity: Computational Complexity is another important aspect. 

The complexity can be calculated either by evaluating the time taken by the embedding 

and extracting watermark to original image or from watermarked image respectively, or 

by asymptotic notations of watermarking algorithms. Lesser the time taken by method, 

more efficient algorithm proves to be.  

5) Security: Another aspect to consider is the Security of the watermarking scheme. 

However, it is difficult to quantify and therefore compare how much secure an algorithm 

is. It can either be yes or no i.e. it is either secure or it is not secure. 

6) Key: Watermark key is one that is used to embed and extract watermark to and from 

image. The key identifies the legal owner of the original content, be it an image or a video 

or any other kind of data. Mainly in case of blind algorithms, the watermark key is very 

helpful to extract the watermark and thus recover the tampered content and restore it to its 

original form. 

7) Unambiguousness: Retrieval of watermark should unambiguously identify the owner. 

Also, the accuracy of owner identification must not degrade much in the case of an attack. 

Watermarking the watermarked image is also a major threat as it confuses the extraction 

system to identify whose watermark was initially present. Also watermarking the 

watermarked image changes the originally placed watermarked in the data and hence the 

identification becomes difficult. 

 

2.4 Types of Watermarks 

Watermarks can either be blind or informed watermarks. By blind it means that the content 

of host does not matter. The watermarking schemes can use any other image as the 

watermark for the host image. But this is not the case with informed watermarking 

techniques. Informed watermarking techniques use the content from the image as a 

watermark. These algorithms use region of interest as the watermark. The watermark can 

be distributed throughout the image keeping the balance between robustness and the 

imperceptibility factors. 

On the basis of application it can be either source-based watermarking or destination-

based watermarking. Source-based watermarks are desirable for ownership identification 
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or authentication where a unique watermark identifying the owner is introduced to all the 

copies of a particular image being distributed and to determine whether the received image 

has been tampered with. Whereas destination-based watermark is where each distributed 

copy gets a unique watermark identifying the particular buyer and can be used to trace the 

buyer in the case of illegal reselling [19].   

Watermarks and watermarking techniques can also be divided into different categories 

depending upon the type of content or document to be watermarked: text watermarking, 

image watermarking, audio watermarking and video watermarking. To embed a 

watermark in an image is referred to as image watermarking. Similar is the case with other 

types of watermarking categories. In this paper focus will be on image watermarking, 

since it can further be applied to video contents also by taking frames.  

 

2.5 Watermarking Domains 

The watermarking techniques can be divided into two main domains: spatial domain and 

transform domain.  

An image is an array or a matrix of square pixels (which are the smallest picture element) 

arranged in columns and rows. These pixels are as small as small dots on the digital screen. 

And each pixel carry a numeric value that describes the color that is the level of brightness 

at that point. Thus, a digital image can be described as a matrix of numbers. The spatial 

representation of an image is the function of space involving the coordinates x and y. 

Hence a digital image is a two-dimension array of numbers. This representation of the 

image is called as spatial representation of the image. 

Inserting the watermark into the spatial domain component of the cover image is a direct 

method that means it slightly modifies one or two pixels of randomly selected subsets of 

the image. Easy to implement and require less computations. But the problem is that in 

spatial domain, the watermark is more susceptible to attacks than in transform domain 

[14].  

In transform domain, or what is also called as frequency domain, the magnitude of 

coefficients are modified while embedding watermark [14]. Hence, watermarking 

schemes using transform domain have resulted in more robust algorithms.  

The basic watermarking techniques in transform domain (also known as frequency 

domain) are: Discrete Frequency Transform (DFT), Discrete Cosine Transform (DCT) 

and Discrete Wavelet Transform (DWT). Nowadays, DCT and DWT are the most popular 

techniques for image compression [5]. DWT gives better compression ratio without losing 

much information but needs more processing power. While in DCT low processing power 

is needed but it has block artifacts means loss of some information. Thus frequency 

domain methods are more robust to malicious attacks. Transform domain techniques are 

discussed in detail in later chapters. 

Other domains include: Radon transform, fractals transform, chirp-Z transform, 

Hadamard transform, Singular value decomposition (SVD) and Fourier Mellin (FM) 

transform. 
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2.6 Extraction Algorithms 

On the basis of how the watermark is extracted from the watermarked tampered image, 

the extraction of the watermark can be: blind [10], semi-blind [19] and non-blind 

approach. 

 Blind watermarking or public watermarking does not need the cover signal (the original 

signal) during the detection process to detect the watermark. Solely the key used during 

embedding is required for extraction. Whereas in semi-blind approach, the original 

watermarked image is required for extracting watermark from the received data. In case 

of non-blind watermarking (also referred to as private watermarking) the original cover 

signal is required during the detection process. Generally, the non-blind watermarking 

techniques are robust against image processing attacks.   

Developing a blind watermarking scheme is a challenging task as there is no original 

image or the actual embedded watermark available at the extraction phase to compare the 

tampered image and figure out what modifications the image has gone through. Thus in 

this thesis, I develop a blind watermarking scheme as these are more efficient since we do 

not require to provide the real or original data to the extraction system for the detection of 

tampers.  

 

2.7 Attacks on Digital Watermarks 

In watermarking terminology, an attack is any processing that may impair detection of the 

watermark or communication of the information conveyed in the watermark. The 

processed watermarked data is then called attacked data. Robustness is an important aspect 

of any watermarking scheme. Its notion is clear: A watermark is robust if it cannot be 

impaired without also rendering its carrier (cover, host) data useless. Hence, an attack can 

only be said to be successful to defeat watermarking scheme if it impairs the watermark 

beyond acceptable limits while maintaining the perceptual quality of the attacked data. 

The literature of watermarking attacks is also huge. The wide class of existing attacks can 

be divided into four main categories: removal attacks, geometrical attacks, cryptographic 

attacks and protocol attacks. 

2.7.1 Removal attacks 

Removal attacks aim at complete removal of a watermark from the cover data. Denoising 

stems from the idea that watermark can be treated as a noise of some statistical properties. 

Therefore, it can be estimated from the available copy of watermarked data. Image 

denoising is mostly based on maximum likelihood (ML) or minimum mean square error 

(MMSE) criteria. Lossy compression has been shown to have roughly the same influence 

on noise removal as denoising. 

 

Other attacks in this group are statistical averaging and collusion attacks. Many instances 

of a given data, each time signed with a different key or different watermark are averaged 

to compute the attacked data. If the number of available data sets is large enough the 

embedded watermark may not be detected anymore assuming that on average it will yield 

zero mean. With the collusion attack, many instances of the same data are available, but 
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this time the attacked data is generated by taking only a small part of each data set and 

rebuilding a new attacked data set.  

 

2.7.2 Geometrical Attacks 

In contrast to the removal attacks, geometrical attacks intend not to remove the embedded 

watermark itself, but to distort it through spatial or temporal alterations of the stego data. 

The attacks are usually such that the watermark detector loses synchronization with the 

embedded information. 

 

Although robustness to global affine transformations is more or less a solved issue, the 

local random alterations integrated in Stirmark still remains an open problem almost for 

all techniques. The so-called random bending attack exploits the fact that the human 

visual system is not sensitive against shifts and local affine modifications. Therefore, 

pixels are locally shifted, scaled and rotated without significant visual distortions.  

 

2.7.3 Cryptographic and Protocol Attacks 

 

Cryptographic attacks are brute force methods to find the secret information through 

exhaustive search. Since many watermarking schemes use a secret key it is very 

important to use keys with a secure length. The protocol attacks aim at general 

watermarking framework.  

 

To resist watermark inversion, the copyright protection algorithm watermarks need to be 

non-invertible. Otherwise, an attacker who has a copy of the stego data can claim that the 

data contains also the attacker’s watermark by subtracting his own watermark, thereby 

creating an ambiguity. Non-invertibility requires that it should not be possible to extract a 

watermark from non-watermarked image. As a solution, it is proposed to make 

watermarks signal-dependent by using a one-way function. 

 

 

2.8 Structure of the Thesis 

The rest of the thesis has been organised as follows: 

Chapter 3 describes the Literature Survey in the field of image watermarking.  

Chapter 4 gives an overview of transform domain techniques.  

Chapter 5 describes the Problem Statement i.e. the aim and the objective of the thesis. 

Chapter 6 presents the complete detail on Discrete Wavelet Transform 

Chapter 7 presents the proposed solution in detail 

Chapter 8 gives the simulation results, and 

Chapter 9 consist of the conclusion of this thesis. 
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CHAPTER 3 

LITERATURE SURVEY 

 

Within the digital watermarking field, image watermarking has attracted lot of attention 

among the researchers. That is most of the work is done in case of image watermarking as 

compared to video or audio watermarking. There can be many reasons for it. First can be 

the easily availability of the standard images for image processing. There are many 

standard databases which are available free of cost to the researchers and all varieties of 

images are available. Second reason can be that it can be assumed that if a watermarking 

technique is applicable to images then it could be extended to the videos by taking frames 

of the video at some instant. Some of the related works I have gone through are mentioned 

below. 

In the work of [3], the effects of block sizes on the various attributes of watermarking such 

as robustness, security, capacity, time taken to embed, visibility and the amount of 

distortions have been studied. Normally the block-size for watermarking algorithm 

application is 8 x 8. Discrete Cosine Transform (DCT) of frequency domain is used to 

break the function into various frequency bands and allows watermark to be easily 

embedded. From the study it can be derived that as the block-size increases, the robustness 

and the capacity also increases. The PSNR value of 62-70 dB robust is achieved. But 

increasing the block-size further the quality of image gets degraded. However, increasing 

block-size decreases the computational time and also the distortions decreases sharply.  

       In [4], an imperceptible and a robust combined DWT-DCT digital image 

watermarking algorithm is described. The algorithm watermarks a given digital image 

using a combination of the Discrete Wavelet Transform (DWT) and the Discrete Cosine 

Transform (DCT). Performance evaluation results show that combining the two 

transforms improved the performance of the watermarking algorithms that are based 

solely on the DWT transform. 

       The authors in [5] have presented a DWT based Dual watermarking technique. Both 

blind and non-blind algorithms are used for copyright protection. The DWT coefficients 

are primary watermark (logo), are modified using another smaller secondary binary image 

(sign) and the mid-frequency coefficients of the host image. Since it is an informed 

watermark, the security increases two-fold. Pseudo-random generator is used to embed 

watermark randomly in the host image. The method has the ability to withstand cropping, 

rotation, JPEG compression, scaling and noise integration. 

       The work in [8] presented a robust image watermarking technique in the frequency 

domain using Discrete Wavelet Transform (DWT). The watermark embedding is done by 

tetra-furcating the watermark and is embedded into sub-bands of cover image. The signal-
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to-noise ratio (SNR) and peak signal-to-noise ratio (PSNR) are calculated to compare the 

image quality. The Normalized cross-correlation is used to measure the quality of the 

watermark after extraction. The watermark is divided into four parts and placed in LL2, 

HL2, LH2 and HH2 of cover image. The algorithm is applied on gray-scale image and 

multiresolution property of wavelet transform and wavelet tree-based algorithm is used. 

The technique is quite efficient to imperceptibility and robust to JPEG compression.  

       Authors in [14] presented a robust watermarking algorithm based on combined use of 

Discrete Wavelet transform (DWT) and Singular Value Decomposition (SVD) for 

protecting real property rights. The watermark is a gray-scale logo image, embedded in a 

LL and HH blocks of the non-overlapping blocks of the target image by modifying the 

SVs of the blocks. The main problem with SVD techniques is false-positive detection 

problem, which is solved by the combined DWT-SVD algorithm in this approach. It is a 

semi-blind block based watermarking technique to estimate the original coefficients. This 

work is a way to implement transparent and robust technique. 

       The work in [15] reflects a hybrid DWT-SVD technique to achieve transparency in 

accordance with Human Visual System (HVS). DWT and SVD are applied on both the 

cover and the watermarked image. The horizontal sub-band of the first level DWT of host 

image is used for higher level decomposition. The SVs of second level horizontal 

coefficients i.e. LH sub-band of cover image are modified rather than DWT coefficients 

directly to increase the resistivity against attacks and improve perceptual quality. The 

PSNR of about 40 dB is gained in this work. 

       The work in [23] proposes a blind watermarking technique based on Region of 

Interest (ROI) using Arnold Scrambling. Watermark is generated from the host image 

itself called informed watermarking. ROI of host image is the watermark image. First level 

DWT is applied and before embedding, Arnold Scrambling is performed on the 

approximation coefficients of the watermark as well as the blocks of host image. This 

results in a robust and secured algorithm for watermarking. To extract watermark the 

image is divided into 8 by 8 blocks. The results are tested on a gray-scale image. 

       The paper proposed in [18] presents a robust watermarking algorithm using the 

features of the host image for watermark generation. The paper also proposes the method 

to detect the tamper, localize where the tamper has occurred and also recover the 

alterations.  The transform based technique – DWT is used for embedding as well as for 

extraction of watermark. The original image is partitioned into blocks of size 2x2 and 1D-

DWT is applied to produce a watermark which is embedded in four disjoint partitions of 

the image to enhance the chance of restoration of the image from different cropping attack-

based tampers. 

       The work in [20] presented a novel fragile watermarking scheme using ANN for 

image recovery. It is a semi-blind technique to extract the watermark and also the 

watermark is constructed using the features of the image. Thus, it is an informed 
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watermarking algorithm proposed by the authors. The method has a high success ratio in 

recognizing the types of modifications and provides sufficient evidence. 

Some more papers that are best suited for my work have been analyzed and compared as 

shown in the Table 3.1. In all the following papers, the blind extraction algorithm is used 

but there is no facility to detect tampers. 

Table 3.1: Comparative analysis of the previous schemes 

 

 

 

  

 Wei et al. [1] NR et al. [9] M.Vafei et al. [10] 

Host image size 512 x 512 256 x 256 512 x 512 

Operating 

Domain 

DWT with 

quantization 

DWT - BPNN DWT and FNN 

Embedding sub-

band 

LH1 and  HL1 LH4, HL4 and  HH4 LH3 and  HL3 

PSNR of 

watermarked 

image 

42.02 48.12 48.25 

Extraction 

Algorithm 

Blind Blind Blind 

Tamper Detect No No No 
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CHAPTER 4 

WATERMARKING IN TRANSFORM DOMAIN 

In this work, transform domain technique is been used since it is more robust to the image 

processing attacks as said by the various research papers. In transform domain, the host 

image is first converted to frequency domain and then the coefficients are modified. After 

modification, the image is again converted back from transform domain to spatial domain 

i.e. the inverse transform is applied to get the watermarked image. The transform domain 

techniques commonly used for watermarking are: 

 Discrete Fourier Transform (DFT) 

 Discrete Cosine Transform (DCT) 

 Discrete Wavelet Transform (DWT) 

 Fractal Transform 

There are various other techniques also such as: Fourier-Mellin transform and Complex 

Wavelet transform. But these will not be discussed in detail as these are not required for 

this thesis. 

Frequency domain refers to the analysis of mathematical functions or signals with respect 

to frequency rather than time. A frequency graph shows how much signal lies within each 

frequency range. A given function or signal can be converted between time and frequency 

domains with a pair of mathematical operators called transform. Transform domain 

methods possesses a number of desirable properties: 

1) Irregular Distribution: The watermark embedded in transform domain is distributed all 

over the image. This makes difficult for the attacker to extract or completely remove the 

watermark from the image. After the conversion from transform domain to spatial domain, 

the embedded data gets distributed over the area of local support. 

2) Selected Frequencies: Transform domain allows to select the frequency range for 

embedding process. 

The transform domain methods are the perfect example of spread spectrum 

communication. 



 

17 
 

 

4.1 Low Frequency and Mid Frequency  

The frequencies of an image can be categorized into low, mid and high frequency 

components. The low frequency components represent the data that is most visible to 

human eyes. In fact, we can say that the low frequency and mid frequency components 

represent the detailed version of the image. Thus schemes that embed watermark in such 

components of the transform domain are the robust and the compression algorithms hardly 

affect these frequency areas.  

 

4.2 Energy distribution of transforms 

In the DCT transform domain, the energy concentrates in the low frequency regions 

around the upper-left corner. But in multiresolution DWT transformation, the low 

frequency components are present in the approximation sub band, also located in the 

upper-left corner, but the high-frequency components are present in the detailed sub bands 

at several resolutions. Most energy of the detail sub-bands are located in the edge areas 

and the textured regions. 

 

4.3 Cost of transforms 

The main disadvantage of the transform domain techniques is the computational cost of 

the algorithm. The spatial domain techniques are easy to compute but at the same time 

they are not robust to malicious attacks whereas frequency domain techniques are more 

robust and also the imperceptibility value is high. 
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CHAPTER 5 

PROBLEM DESCRIPTION 

 

 Digital watermarking has received a great attention among researchers for securing the 

data from illegal actions. After studying various papers on Digital Watermarking, it is 

found that there is a need for a more efficient algorithm for embedding watermark as well 

as for its extraction. Among various applications of digital watermarking mentioned 

above, the application that has got least attention is tamper detection. Thus, detecting 

tampers in the watermarked image that is being attacked is the basis of this paper.  

Also there is a scope for a more robust algorithm in transform domain rather than in spatial 

domain. Thus, in this proposed work the focus will be on Frequency domain technique 

like Discrete Wavelet Transform (DWT) among various others.  

Among the works that has been done on tamper detection, blind watermark extraction for 

detecting tampers is very rare. So this thesis proposes a tamper detection digital 

watermarking scheme in blind domain. The goal is to develop a solution for Copyright 

protection and Owner Authentication in digital images. This paper aims to optimize the 

trade-off between the twin parameters of image watermarking: imperceptibility and 

robustness. I, thus propose a DWT-based image watermarking scheme for tamper 

detection and localization. 
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CHAPTER 6 

DISCRETE WAVELET TRANSFORM 

 

It is well known from Fourier theory that a signal can be expressed as the sum of a, 

possibly infinite, series of sines and cosines. This sum is also referred to as a Fourier 

expansion. The big disadvantage of a Fourier expansion however is that it has only 

frequency resolution and no time resolution. This means that although we might be able 

to determine all the frequencies present in a signal, we do not know when they are present. 

To overcome this problem in the past decades several solutions have been developed 

which are more or less able to represent a signal in the time and frequency domain at the 

same time. The idea behind these time-frequency joint representations is to cut the signal 

of interest into several parts and then analyze the parts separately. 

The wavelet transform or wavelet analysis is probably the most recent solution to 

overcome the shortcomings of the Fourier transform. The DWT is highly preferred to 

overcome the challenge of obtaining a better trade-off between robustness and 

perceptibility in watermarking problems. It provides both simultaneous spatial 

localization and frequency spread of the watermark within the host image. In wavelet 

analysis the use of a fully scalable modulated window solves the signal-cutting problem. 

The window is shifted along the signal and for every position the spectrum is calculated. 

Then this process is repeated many times with a slightly shorter (or longer) window for 

every new cycle. In the end the result will be a collection of time-frequency 

representations of the signal, all with different resolutions i.e. multiresolution analysis. In 

the case of wavelets we normally do not speak about time-frequency representations but 

about time-scale representations, scale being in a way the opposite of frequency, because 

the term frequency is reserved for the Fourier transform. 

The wavelet transform is calculated by continuously shifting a continuously scalable 

function over a signal and calculating the correlation between the two. When discrete 

wavelets are used to transform a continuous signal the result will be a series of wavelet 

coefficients, and it is referred to as the wavelet series decomposition. 

Wavelet transform decomposes a signal into set of basic functions called wavelets. 

Wavelets are obtained from a single prototype wavelet y(t) called mother wavelet by 

dilations and shifting.     
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where a is the scaling parameter and b is the shifting parameter. 

Wavelet analysis is carried out to divide the signal into: 

 Approximation signal 

 Detailed sub-signals. 
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Approximation signal (LL band) consists of the low frequencies of the signal and shows 

the general trend of the pixel values. Thus, this sub-band of image decomposition looks 

very much like that of the original image but with degraded quality i.e. the edges are not 

sharply defined. 

Detailed signals are further divided into 3 sub-bands: 

 Low-high (LH) band 

 High-low (HL) band 

 High-high (HH) band. 

These consists of high frequencies of the signal. LH band represents horizontal 

frequencies, HL band shows vertical frequencies and HH band represents diagonal 

frequencies of the image or signal. Thus an image is decomposed into four sub-bands. 

The LL sub-band contains maximum image energy. So, decomposing as well as 

embedding to this level is robust but perceptive. On the other hand, the higher frequency 

HH sub-band is less sensitive to human eye. It contains the texture and edge information 

of an image. Data hidden to this band is not robust enough to image filtering. The 

watermark can easily be destroyed by attacks like JPEG compression. Also, any change 

in vertical sub-band components can be perceived quite easily than to horizontal 

components.  

LL HL 

LH HH 

Fig. 6.1: The 4 sub-bands of DWT decomposition 

Figure 6.2: 1-scale and 2-scale 2D Discrete Wavelet Transform 
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To understand the basic idea of DWT focus on the one dimensional signal. A signal is 

split into parts, high frequencies and low frequencies. The edge components of the signal 

are largely placed in the high frequency part. The low frequency part is again split into 

two parts of high and low frequency. This process continues until the signal is entirely 

decomposed as needed by an application. 

For watermarking applications, generally not more than five decompositions are 

computed. Figure 6.2 shows 2 level decomposition of the signal through a block diagram. 

Moreover, from the decomposed signal the original signal (or the image) can be 

reconstructed. This reconstruction process is called as inverse DWT transform.   

For most of the signals, the low-frequency content is the significant part. This part is what 

is called as approximation sub-band as described above as this band gives the signal its 

identity. On the other hand, the high frequency content may contain a lot of noises that is 

the data that is usually irrelevant. If we talk about audio signals, removing the high 

frequency components, do changes the voice but still one can figure out what is being said. 

Similarly is the case with the digital images. If we remove high frequency bands from the 

image, the image gets blurry, but still by looking at the image one can figure out what 

objects are being displayed in the image or what information the image is providing. 

Figure 6.3 represents the 2-level decomposition on the Lena image. (Image taken from 

http://www.novagraaf.com/en/services/). 

 

Figure 6.3: 2-level decomposition on the Lena 
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DWT is very efficient for image compression. If sub-signal is very small i.e. it can be set 

to zero then the compression ratio increases. This method is very efficient for signals 

having high frequency for short durations. 

For computational simplicity, DWT is performed using Haar wavelet in this paper. 
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CHAPTER 7 

PROPOSED SCHEME 

 

The proposed method attempts to provide better security, imperceptibility and robustness 

against the various attacks. This technique is a blind scheme which embeds the watermark 

using DWT and extraction is done to detect the tamper. The watermark used for 

embedding is extracted from the host image itself. There are 2 distinct phases:  

 watermark embedding and  

 watermark extraction.  
 

7.1 Watermark Embedding 

       The watermark preparation is done by block mapping sequence as done in [18]. The 

images taken in this paper are of size 512 x 512. The image is divided into blocks of 2 x 

2 pixels. The steps of watermark generation are as follows: 

1. Each 2 X 2 non-overlapping blocks are decomposed using DWT yielding the 4 sub-

bands – LL, LH, HL and HH bands. The watermark is generated from the coefficient 

of the LL sub-band. 

2. The image is divided into 2 halves, A and B. Let upper half be A and the lower half 

be B. 

3. Partner blocks of part A are located at the same position in part B and vice versa.  

4. The representative information of block A will be the 3 MSBs of LL sub-band of A. 

Similarly from block B also the watermark can be generated. 

5. The DWT is performed on the mapping block to extract the LL, LH, HL and HH sub-

bands. 

6. The watermark is embedded by changing the 3 LSBs of the coefficient of the LL sub-

band. 

7. After embedding, apply IDWT to obtain the block in the spatial domain.  

8. Thus, the pixels of the mapping block gets modified using the information from the 

partner block and the watermark gets embedded into the image.  

 

Figure 7.1 shows the block diagram of watermark embedding algorithm of the proposed 

scheme. 
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Original Image 

Decompose each using DWT 

Divide into 2*2 blocks 

Extract Coefficients of the LL sub-

band 

Extract 3 MSBs of the LL sub-band 

coefficient 

Select mapping block in the partner 

block 

Apply DWT on mapping block 

Embed 3 MSB bits in the 3 LSB bits 

of LL sub-band 
Apply IDWT Watermarked 

Image 

Figure 7.1: Block diagram of the proposed watermark embedding algorithm 
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 7.2 Watermark Extraction 

Finally the tamper detection is being carried out. The extraction process is the inverse of 

the embedding process. The tampered area can be detected from the distorted watermarked 

image without using the host and the watermark images. The block diagram of watermark 

extraction algorithm is shown in Figure 7.3. The steps for watermark extraction algorithm 

are as follows: 

1. Divide the tampered watermarked image into 2 x 2 blocks.  

2. Apply the first-level DWT on each block using the Haar wavelet.  

3. For each block, extract the 3 LSB bits of the LL sub band of DWT decomposition. 

4. Compare these 3 MSB bits of the block with the 3 LSB bits of the partner block. 

5. If all bits compared are same then mark the block valid else mark the block invalid. 

6. Also check for neighborhood blocks. If at least 6 neighbors of an invalid are valid then 

mark this invalid block as valid. 

7. Hence the tampered blocks are marked and detected. 

 

 

 

 

 

 

 

 

(a) 

   

(b) 

Figure 7.2: Result of Watermark Embedding: (a) original host image and (b) watermarked 

image with PSNR of 48.10 
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Tampered Image 

Decompose each using DWT 

Divide into 2*2 blocks 

Extract Coefficients of the LL sub-band 

Extract 3 MSBs of the LL sub-band 

coefficient 

Select mapping block in the partner block 

Apply DWT on mapping block 

Compare 3 LSB bits of mapping block with 3 

MSB bits extracted above 
If all bits same then valid block else 

invalid 

Figure 7.3: Block diagram of proposed extraction algorithm 
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CHAPTER 8 

RESULTS AND EXPERIMENTAL ANALYSIS 

 

To verify our approach efficiency, the performance of the proposed algorithm is tested 

on eight different gray scale images of size 512 x 512 pixels, namely Lena, Airplane, 

Boat, Cameraman, Elaine, Missile Vehicle, Walkbridge and Peppers. The image is 

divided into 2 by 2 blocks. Thus we have 65536 blocks in total, on which watermark is 

applied. The wavelet used for DWT is Haar wavelet. The performance and feasibility of 

the proposed scheme is examined through tests carried out over USC-SIPI [24], the 

image database used in base paper [18], which is a collection of digitized images 

available and maintained by University of Southern California. One more database used 

for tests is mentioned in this [25]. 

The proposed scheme and the previous works, used for comparison, have been 

implemented using MATLAB 9.0 (R2016a) on a system running on Windows 8 (64 bits) 

with Intel Core i5 CPU and 4GB RAM. 

In the following section, we evaluate the performance of our approach regarding two 

watermarking requirements: the quality of watermarked image and tamper zones 

detection. 

8.1 Imperceptibility analysis 

Peak Signal to Noise Ratio (PSNR) is used for measuring quality of the watermarked 

image. The mean squared error (MSE) is needed to calculate the PSNR value. The MSE 

and PSNR are defined as follows: 

𝑀𝑆𝐸 =
1

𝑀𝑁
∑ ∑|𝐼1(𝑖, 𝑗) −  𝐼2(𝑖, 𝑗)|2

𝑁−1

𝑗=0

𝑀−1

𝑖=0

 

𝑃𝑆𝑁𝑅 = 20 ∗ 𝑙𝑜𝑔10 (
255

𝑠𝑞𝑟𝑡(𝑀𝑆𝐸)
) 

where M and N is the number of pixels in each row and column of the image, 

respectively; I1 and I2 are the host and the watermarked images, respectively; 255 is the 

maximum value for the pixels values in our images which are 512 by 512 grayscale 

images. 

Imperceptible watermarks are invisible to naked eyes i.e. human eye cannot determine 

the visible difference between the host image and the watermarked image. In the 

proposed scheme, the imperceptibility of the watermark has been examined for a wide 

range of images in terms of PSNR. For the watermarked images, greater values of PSNR 
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justify the imperceptibility of the watermark. Fig. 8.1 shows the original images of Lena, 

Airplane, Boat, Cameraman, Elaine, Missile Vehicle, Peppers and Walkbridge and Fig. 

8.2 shows their respective watermarked images. The PSNR values of the watermarked 

images are given in the Table 8.1. 

 

 

From Fig. 8.1 and 8.2, it is clear that there is no visual difference between the original 

and watermarked images, and the proposed algorithm provides high degree of 

imperceptibility. 

 

 

 

 

 

 

(a) 

 

(b) 

 

(c) 

 

(d) 

(e) 

 

(f) 

 

(g) 

 

(h) 

Figure 8.1: Original images: (a) Lena, (b) Airplane, (c) Boat, (d) Cameraman, (e) 

Elaine, (f) Missile Vehicle, (g) Peppers and (h) Walk Bridge. 
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(a) 

 

(b) 

 

(c) 

 

(d) 

(e) 

 

(f) 

 

(g) 

 

(h) 

Figure 8.2: Watermarked images: (a) Lenna (PSNR = 48.13), (b) Airplane (PSNR = 

46.70), (c) Boat (PSNR = 48.10), (d) Cameraman (PSNR = 47.76), (e) Elaine (PSNR 

= 48.10), (f) Missile (PSNR = 49.02), (g) Peppers (PSNR = 47.63) and (h) Walkbridge 

(PSNR = 48.48). 

 

Table 8.1: PSNR values of watermarked images 

Image PSNR (in dB) 

Lena 48.13 

Airplane 46.70 

Boat 48.10 

Cameraman 47.76 

Elaine 48.10 

Missile Vehicle 49.02 

Peppers 47.63 

Walkbridge 48.48 
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Table 8.2: Comparison of PSNR of watermarked images 

Image name Size PSNR (in dB) 

Ref. [18] Proposed 

Lena 512 x 512 41.44 48.13 

Boat 512 x 512 41.32 48.10 

Peppers 512 x 512 41.39 47.63 

 

From the Table 8.2, it is clearly visible that as compared with the previous work [18] our 

proposed work is giving better results in terms of imperceptibility of the watermarked 

image. 

Another criteria to measure the imperceptibility of the watermarked images is SSIM. 

SSIM measures the similarity or dissimilarity between two images. For a watermarked 

image, greater value of SSIM close to unity is best. 

The SSIM index between two images I1 and I2 as described in [18] is computed using the 

following equation: 

𝑆𝑆𝐼𝑀(𝐼1, 𝐼2) =  
(2𝜇𝐼1

𝜇𝐼2
+ 𝐶1)(2𝜎𝐼1𝐼2

+ 𝐶2)

(𝜇𝐼1

2 + 𝜇𝐼2
2 + 𝐶1)(𝜎𝐼1

2 + 𝜎𝐼2
2 + 𝐶2)

 

where µ, 𝜎, and 𝜎2 denote average, variance and covariance respectively. And C1 and C2 

are constants.  

The SSIM value of the proposed and the one in the [18] are compared in table 8.3. The 

comparison shows that the SSIM index of the proposed is better than that in [18]. The 

SSIM index of all the 8 grayscale images used in this paper are tabulated in table 8.4. 

Table 8.3: The comparison of SSIM index of the proposed scheme with previous scheme 

Image name Size SSIM 

Ref. [18] Proposed 

Lena 512 x 512 0.93 0.994 

Boat 512 x 512 0.95 0.996 

Peppers 512 x 512 0.93 0.995 
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Table 8.4: SSIM index of watermarked images 

Image SSIM 

Lena 0.994 

Airplane 0.991 

Boat 0.996 

Cameraman 0.991 

Elaine 0.996 

Missile Vehicle 0.996 

Peppers 0.995 

Walkbridge 0.999 

 

 

8.2 Payload 

The payload is the size of the watermark hidden in the image in terms of number of bits 

per pixel (bpp). In the proposed work, the size of the watermark is the function of the 

image size and the block size. The block size used is 2 x 2 and the images are of size 512 

x 512.  

The payload can be represented as: 

(
𝑀𝑁

𝑏𝑙𝑜𝑐𝑘 𝑠𝑖𝑧𝑒
) 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 𝑏𝑖𝑡𝑠 

where, M x N is the size of the image. 

 

8.3 Performance against Tampering 

To evaluate the effectiveness of the proposed scheme, the watermarked image is 

tampered through different type of tampers. 

The different ways of tampering can be: 

1) Direct cropping which can be divided into two sub-parts: (a) cropping as a whole (a 

chunk is been removed from the image) or (b) multiple cropping (multiple blocks which 

may or may not vary in size are removed). 
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2) Object Manipulation i.e. a particular object is manipulated or removed from the image 

either as a block or unevenly leaving some part behind. 

Both the above ways of tampering have been done and results are analyzed. In case of 

direct cropping, the various different percentages of tamper are applied and checked. 

Some are shown in the Figure 8.3. 

(a) 

 

(b) 

 

(c) 

 

 

Figure 8.3 shows the tampering by direct cropping. The images are tampered as a whole 

by 25%, 50%, 60%, 75% and 90%. The detection of the tampering is shown is Figure 

8.4. The tampered area is marked white and the rest of the image which has not 

undergone tampering is black. Hence Figure 8.4 represents the difference between the 

original watermarked image and the tampered image. By the results, it can be derived 

that the proposed algorithm is 100% efficient in detecting the direct cropping tampering 

when the image is cropped as a whole in one chunk. 

 

(d) 

 

(e) 

 

Figure 8.3: Tampered watermarked image (a) tampered by 25% (b)  tampered by 50% 

(c)  tampered by 60% (d)  tampered by 75% (e)  tampered by 90% 
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(a) 

 

(b) 

 

(c) 

 

Another way of tampering is directly cropping the image but this time carrying out 

multiple crop on the image. Figure 8.5 shows how a boat image has undergone multiple 

cropping. And Figure 8.6 represents the crop detection of images tampered in Figure 8.5. 

The results prove that the proposed scheme is very well able to detect and localize the 

multiple cropping tampers. 

 

 

 

(d) 

 

(e) 

 

Figure 8.4: Tamper detection of images of Figure 8.3. 
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(a) 

 

(b) 

 

(c) 

Figure 8.5: Tampered watermarked image by multiple cropping 

 

(a) 

 

(b) 

 

(c) 

Figure 8.6: Corresponding tamper detection of Figure 8.5 (a) (b) (c) 

 

The tampering of different images by object manipulation is represented in figure 8.7. 

And the Figure 8.8 shows the corresponding tamper detection. 

Hence all the above results prove that the proposed algorithm performs well and is 

successful in detection direct cropping, cropping as a whole, multiple cropping and 

tamper by object manipulation with an improved imperceptibility of the watermarked 

images as compared with [18]. 
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(a) 

 

(b) 

 

(c) 

(d) 

 

(e) 

 

(f) 

 

 

 

 

 

(g) 

 

(h) 

 

Figure 8.7: Tampered watermarked image by object manipulation (a) Cameraman (b) 

Lena (c) Missile Vehicle (d) Boat (e) Elaine (f) Peppers (g) Airplane and (h) 

Walkbridge. 
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(a) 

 

(b) 

 

(c) 

(d) 

 

(e) 

 

(f) 

 

 

  

 

(g) 

 

(h) 

 

Figure 8.8: Difference between the watermarked images and corresponding tampered 

watermarked images in Figure 8.7. 
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CHAPTER 9 

CONCLUSION 

 

A blind watermarking approach is presented in this thesis. The scheme is operating in the 

transform domain. The watermarking is done by embedding data from the image to the 

image itself. Thus a sort of informed watermarking is presented in this thesis. The results 

of this thesis are compared with that of [18] as the paper presented in [18] is also based on 

a blind watermarking tamper detection scheme. 

The images are watermarked by extracting MSB bits and embedding them to LSB bits of 

the mapping block. As the results shows, the proposed algorithm improves the quality of 

the watermarked images. The imperceptibility values of the watermarked images are quite 

high when compared to the work in [18]. Thus this approach has addressed the 

watermarked image quality issue (imperceptibility). 

Furthermore, the extraction phase presents the tamper detection. To verify results for 

tamper detection, the watermarked images have been made to undergo various types of 

tampering and the detection results are checked. The tampering of the images are done 

using Adobe Photoshop CS6. This technique can detect and discover perfectly the 

tampered zone after applying the malicious modifications. From the achieved 

experimental results it can be concluded about the efficiency of the algorithm. 

In future work, the scheme can be extended to recover tampers and thus build original 

image. This work focusses on image watermarking, but further works can extend this 

scheme for video or audio watermarking. 
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