
 

 

i 

 

               Content Poisoning in Peer to Peer Networks 
 

A Thesis Submitted 
In Partial Fulfillment of the Requirements 

For the Degree of 
 

MASTER OF TECHNOLOGY 
In 

Computer Science & Engineering (Computer Networks) 
 

By 
 

PRATIBHA SINGH 
Enrollment No.:  11204471044 

 
Under the Supervision of 

 

Mr. RISHI SRIVASTAVA  
Department of Computer Science 

BBDU, Lucknow  
 

 
To the 

School of Engineering 
 

BABU BANARASI DAS UNIVERSITY 

LUCKNOW  
May 2014 



 

 

ii 

 

 

  
                                     DECLARATION 

 
 

I hereby declare that this submission is my own work and that, to the best of my knowledge 
an belief, it contains no material previously published or written by another person or 
material which to a substantial extent has been accepted for the award of my other degree or 
diploma of the university or other institute of higher learning, except where due 
acknowledgement has been made in the text. 
 
 
 
Signature 
 
Name: Pratibha Singh 
Enrollment No.:  11204471044 
Roll No.:  1120447014 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

iii 

 

CERTIFICATE 
 
 

It is certified that the work contained in this thesis entitled “Content Poisoning in Peer to Peer 
Networks” by PRATIBHA SINGH (Roll No 1120447014), for the award of Master of 
Technology in Computer Science and Engineering from Babu Banarasi Das University has been 
carried out under my/our supervision and that this work has not been submitted elsewhere for a 
degree. 

 
 
 

Signature: 

 

Mr. Rishi Srivastava 
                                  Sr. Lecturer 

   Department of Computer Science 
BBDU, Lucknow 

 
 

  

Date:  



 

 

iv 

 

                 Content Poisoning in Peer to Peer Networks 
                                              Pratibha Singh 
 
                                              Abstract 
 
Now a day’s poisoning attack are very common in peer-to-peer (P2P) networks. In this condition 
of poisoning refer corrupt or infected content which share by malicious peer and system 
destabilize attempt and network waste the bandwidth. In content sharing system in P2P network 
are highly vulnerable to content poisoning. We are trying to intrusion this distribution of the 
files, recently much attention has attracted by the content poisoning. Although the aims of the 
content poisoning blackout users by splitting in P2P networks by the poisoning chunks. Several 
anti P2P companies have tried method such as pollution or index poisoning .The method of 
pollution is decrease target files availability, in P2P sharing file network by splitting of duplicate 
or dummy files.  In this paper, we propose a strategy to minimize the threat of content poisoning, 
while requiring less verification overhead on the peers participating in the network. 
Index terms—Peer to Peer, content poisoning, falsification, probabilities, verification. 
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                                                                 CHAPTER1                                            
                              

                       INTRODUCTION 

 

 

1.1 INTRODUCTION 

Peer to Peer (P2P) is an alternative network model which provided by the traditional client server 
model. P2p networks use decentralized model in which each machine mention as a peer. In 
decentralized model a peer play a role of client and server at the same time. Peer can initiate the 
requests to other peers, incoming request at the same time from other peers of the networks. But 
the other hand in client server model, client only send the request to server and user wait for the 
server response. 

Peer can upload and download at the same time. Peers are improves the increasing added number 
of the network. Peer can handle themselves into the ad-hoc network as to communicate. They 
work together and share bandwidth with each other for file sharing.  

All p2p systems have common characteristics in them: resource sharing, decentralized and self 
organization. P2P networks have another characteristics that is, its capability in concept of fault 
tolerance. From the network of the P2P is disconnected or goes down, then other peer application 
will continue by using some other peers. For example, suppose a file sharing system (BitTorrent) 
any user or client downloading a files data are also serving as servers, when user supporting peer 
is not responding to the user then user searches for the other peer and picks up parts of the file 
where the old peer was, continue the downloading. Peer- to- peer networking, often referred to as 
P2P, is perhaps one of the most useful and yet misunderstood technologies to emerge in recent 
years. When people think of P2P they usually think of one thing: sharing music files, often 
illegally. This is because files sharing applications such as Bit Torrent have risen in popularity at 
a staggering rate, and these applications use P2P technology to work. Although P2P is used in 
file-sharing applications, that doesn’t mean it doesn’t have other applications. But we can see in 
the world around us that P2P can be used for a vast array of applications, and is becoming more 
and more important in the interconnected world in which we live.[5][6] 
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                               Figure 1.1:- Peer to Peer Networks 

1.1.1 Overlay network:- 

Overlay networks such as the Content Addressable Network (CAN), 2 Chord, 3 Pastry, 4 and 
Viceroy5 create a virtual topology on top of the physical topology. In this sense, TTL-based P2P 
networks are also a type of overlay, but we use the term here to refer only to networks that create 
virtual topologies based on node-content attributes. Some networks, such as Chord, organize the 
network on the basis of each participating node’s IP address; other networks use the node’s 
stored data as the organizing content [12]. 

         

 

 

 

  

 

 

 

                                          Figure 1.2:- Overlay network in P2P 
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1.1.2 Architectures for Peer-to-Peer network: - 

Broadly, there are two different architectures for peer-to-peer networks: Centralized and 
Decentralized. 
 

1.1.3 Centralized Peer-to-Peer systems: The centralized P2P systems consist of a 
central server, set of users and data base of files. Each user has a sub set of files and an access to 
all the files from all users in the systems. The request among all the users is communicated 
through the central server in order to retrieve the files. The central server, in turn, searches for 
the requested files in its database of files shared by other users. A list of matching files is created 
and sent back to the users. The user has the choice of selecting the desired files from the list and 
opening a direct connection to the other users. This connection helps in transferring the files 
from one peer to the other without storing it in the central server. Show the central server 
consists of only peer information and directory information of the shared files. 

 

                                 

 

 

 

 

 

 

 

 

                             . Figure 1.3:- Centralized P2P Networks 
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Advantages: 

 Consumes less network resources. 
 Files can be found in lower cost. 
 Files can be located relatively quickly and efficiently. 
 Files transfer puts no load the server. 

 Disadvantages: 

 Prone to central point of failure. 
 Expensive to scale the central server. 
 The central server might get over loaded. 
 As the central server index is updated periodically, there is a possibility of receiving out 

dated information.   

 

1.1.4 Decentralized P2P System: - 

These systems consist of a distributed directory structure. These systems can also be classified 
into 2 types: 

 Structured P2P systems: In these systems, overlay connections are fixed. It uses 
distributed hash table based indexing. Examples of systems which support distributed 
hash table functions are:-Tapestry, Pastry, Chord and Content Address Network. In these 
systems, contents are stored and retrieved according to strict rules. The current Node ID 
and content name of each node is hashed to a key. Content is stored in the node whose 
key is closest to the content key and query routing processes forward queries to 
neighboring nodes whose keys are closer to the query object keys. 
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                        Figure 1.4: Decentralized Peer to Peer  
 
ADVANTAGE:- 
 Provides guarantee of finding data. 

    DISADVANTAGE:- 

 No flexibility 

 Keyword searching not possible. 

 

 UNSTRUCTURED P2P SYSTEMS: - 
There is no algorithm for organization of network connections in these systems. There are 2 
types of unstructured systems: Pure and Hybrid Unstructured Systems. In pure decentralized P2P 
systems, peers are totally equal, e g. Gnutella. Here, peers are identified by their IP address. So, 
if any other peer wants to join the network, it must be familiar with at least one existing peer of 
the network. Incoming peer attempts to form a TCP connection with the known peer until the 
connection is set up with any existing peer of the network. In pure P2P systems, the query is 
done in flooding style where one asks their neighbors, who in turn ask their neighbors. Query is 
forwarded till TTL value exists. Once TTL value is exhausted, the query is dropped. If the query 
is hit, then the file is fetched directly between querying node and query hit node. In hybrid 
decentralized P2P systems, there is a super peer which acts as the main server for a set of clients. 
The clients are called Leaf Peers. They are attached to any super node which in turn is connected 
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to other super nodes. Leaf node queries the super node and it searches for the requested file in 
the peers attached to it. If the requested file is found, then the node having the file is given as 
input to the queried node and a TCP connection is established and the file is downloaded. Else 
the query is forwarded to the super node. 

ADVANTAGE: 

 Totally decentralized 

 Less search cost 

 Powerful search semantics 

DISADVANTAGE: 

 Search may be large 

 Time taking 

 High number of nodes 

1.2 Motivation: - 
Current approaches used for controlling content poisoning in peer-to-peer networks are either 
probabilistic or incentive based model. Some authors also have tried to eliminate the content 
poisoning problem of the peer-to-peer network by combining both the models. Some have 
proposed techniques on the basis of the traffic on the peer-to-peer network. It has been seen that 
nearly 70% of Gnutella users share no files, and nearly 50% of all responses are returned by the 
top 1% of sharing hosts. The major problem with content poisoning present in the system is that 
it degrades the performance of the whole system as all the queries will be directed towards few 
contributors present. This will make the contributors heavily loaded. When these contributors 
reach their threshold of handling a number of downloads then most queries from other peers will 
be roaming in the network. The other problem  with content poisoning is that it creates 
vulnerabilities in the system like if there are only a few number of contributors present in the 
system and they are responsible for all the uploads in the system, then these few nodes will act as 
a centralized server failing our purpose of a decentralized network[5]. 

 
1.3 Problem to be analyzed: - 

The common problem of the peer-to-peer network “the content poisoning” affects the 
performance of any of the peer-to-peer network. The previous approaches proposed do not take 
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accounts of treating the nodes according to their levels of the content poisoning. The mechanism 
used earlier only attracts the content poisoning to contribute to the system. Neither it can force 
them to share nor can it ban them from joining the network. Here in our dissertations we focus to 
make users bounded for sharing and increasing their online times. 
   To overcome the problem of content poisoning in the peer-to-peer network for improving the 
performance of the peer-to-peer network we have compared the scalar values of each peers and 
treated them accordingly. 
In this dissertation, we have made an attempt to solve the mentioned problems: 
 
1. Content poisoning control using scalar values of peers and the entire network. 
2. limiting the search and download activity of the peers depending upon their behavior in                    
the network. 
3. Prohibiting the download from the upper priority level nodes. 
4. Encourage the users for sharing much and rich contents. 
5. Increase the online times of the users. 
6. Decrease the query overhead on the contributor’s node. 
 

1.4 Organization of Report: - 
 This dissertation report comprises of five chapters including this chapter that introduces the 
topic and states the problem. The rest of the report is organized as follows. Chapter2 gives the 
background of content poisoning, description of the impact of content poisoning and brief 
literature review of related work. Chapter 3 describes the approach proposed for content 
poisoning control by the behavior of the peer in the network. Chapter 4 gives the details of 
experiments performed and discusses the performance reduction obtained and Chapter 5 
concludes the dissertation work and gives suggestions for future work. 
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                                                                          Chapter 2 

 
                                Related Work and Background 
 

2.1 Related work: -In real-life two types of poisoning exist  
 Content Poisoning 

 Index Poisoning 

The problem of the content and index poisoning, many several researchers have been 
proposed the solution of the problems, overlay networks especially in DHT based. Deliver 
contents are not require many expensive servers in P2P networks. [1] 

    

Table: 1- files Chunking, Hashing, poisoning, and download Policies in P2P Content 
Networks 

P2P Networks  Bit Torrent family[2] Gnutella family[11] eMule family[18] 

Chunking 
Scheme 

Divide files into fix sized chunks 
(256KB), called pieces. 

Peers negotiate the chunk size at run 
time, 6 KB chunks by default. 

Divide into 9500-KB parts, 
each has 53(180 KB) chunks. 

Hash 
Distributed  

SHA hashing at pieces level, 
embedded in index file and 
distributed. 

SHA hashing applied to entire file to 
generate a unique file ID, no chunk-
level hashing. 

MD-4 hashing at part level, 
peers exchange part level hash 
set to detect corrupted content. 

Poison 
Resistance 

Poison detected at pieces level, each 
is handle independently. 

Poison detected only after download 
the entire file, heavy overhead if 
poisoned. 

Poison detected at part level, 
works if part hastset is not 
poisoned. 

Download 
Policy 

Keep clean and discard poisoned 
pieces, repeated download until all 
chunks are clean 

Repeat download entire until all 
chunks become clean, the most time 
–consuming policy  

Keep clean discard poisoned 
parts, repeated download until 
all parte are clean 

Example 
Networks 

BitTorrent, snark, bitcomet, BNBT, 
bittyrant,etc 

Gnutella,KaZaA, LimeWire, etc eMule, \aMule, iMule, 
FastTrack, etc 
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2.2 Content poisoning in P2P networks: - 

 Some anti P2P file sharing systems to stop the illegal file distribution tried methods such as 
pollution and index poisoning. In P2P sharing system have illegally shared a lots of copyrighted 
and malware. In order to avert the file distribution to much attention attracted by the content 
poisoning. In content poisoning aims to complicate users by spread by decoy or infected data 
files in P2P network. Its effect to the networks has not been well to do works properly. Pollution 
and index poisoning is the method of content poisoning  to controls the P2P file sharing by the 
help of inserting massive type data in shared files. An effective and secure manner in 
copyrighted contents to paid users in P2P files sharing networks. To protect such unauthorized 
peers distribution proposed content poisoning methods to reduce the illegal file distribution. 

2.3 Content poisoning side effect in P2P networks: -  

In side effect of the content poisoning in p2P networks, its generate more traffic in networks 
because of in duration of downloading of the file if we can’t be examine the content and 
download the file after that we check that, and then we observe that the desired data is not be 
genuine means that the content is polluted by the content pollution or index poisoning. As the 
result, the client fade up and give up download genuine file. This is affecting the bandwidth to be 
increase or wastage of the bandwidth. However some P2P systems apposed this content 
poisoning method. This may generate more traffic over the P2P n/w. 

2.4 Impact of content poisoning: -  

In P2P file sharing network, pollution are divided into following types, that is pollution and the 
second is index poisoning. In P2P file sharing networks, pollution is more valuable to interrupt 
the diffusion of the desired files. 

 

 

2.5 P2P Pollution classification:- 

Two major categories classified into system of file sharing systems [2] 

 Content Pollution 

 Index poisoning or Metadata  
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2.5.1 Content pollution: -  

Content pollution is very popular form in P2P file sharing Networks. Digital recording (mp3 
(audio), mp4 (videos)) of target party in content pollution. It’s a method to reduce the availabity 
of desired files by the spreading of dummy files in P2P sharing networks. A dummy has all most 
same to genuine file but its content is forged. Such as noisier, corrupt files, or inserting another 
file in middle. We observed that insert undecodable white noise into the middle of the song. In 
content pollution attack, make target content inoperative by the attacker to the help of changing 
content in another regardless content. In large amount of content pollution available for sharing 
in network. We are unable to differentiate between polluted and unpolluted files, the 
unsuspicious client transfer the polluted file into their self maintain file-sharing content; other 
client may also download from the polluted files. 

 

 

                         

   

                       Figure 2.1: Content pollution in P2P networks 

 

2.5.2 Index poisoning or Metadata pollution:-  
In metadata an older recording take this involve often, whose copyright expired, metadata target 
the recent released recording from the expired copyright song with the help for changing song 
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title, song singer, album title into the recently release songs. When user requests target song and 
user will obtain the different song by mistakenly. 

We also see that users obtain pollution as intentionally and unintentionally. Pollution making 
company intentionally create the version of pollution with the help of content pollution, metadata 
pollution, and index poisoning. But some it create accidently by damaging the content and then 
we upload in P2P sharing system. For example a user record a song from the radio and share into 
the P2P network and accidently at the starting or end of the song  pick up the voice of the radio 
jockey the accidently or unintentionally obtain the pollution. 

In index poisoning process of the user’s aims at the index querying and in P2P networks its make 
stiffer to find the precise content. In index poisoning need less bandwidth and server resources as 
compare to content pollution. There never need to transfer nor be the response to the request. The 
large no. of the invalid information insert into the index obstructs. Indexes have been shared file 
in P2P network system. Find the location of the desired files which are searched by many users. 
In attack of index poisoning inject the massive the bogus data into the target location set for 
index. Any user searched a data from the target file then it the result of the index returns as a 
bogus data or massive data, fake location (IP address, port no., service port no.). As we know 
that index poisoning this highly vulnerable in file sharing of both the system (structured and 
unstructured system). 

 

                                                                 

                        
   

                                      Figure 2.2: -Index poisoning in P2P Networks 
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In poisoning of index, can be introduced in many way, one of these method is randomly file 
identifies chosen which do not related to any file sharing system in any existing files. 

2.6 Approaches to combat content poisoning:- 

Most of the P2P systems lack effective mechanism to provide cooperation among the peers. This 
results in the content poisoning. To address this problem many approaches have been proposed 
to make P2P networks. The study of these approaches makes our mind to think about how to 
control the behavior of Content Poisoning in the network. The approaches proposed can be 
categorized into three main groups [3]: 

                           

                                               Figure 2.3: - Content Poisoning Approaches 

 

2.6.1 Peer Reputation approach: -  

P2P networks of decentralized unstructured system design of peer reputation. Peer reputation 
approach system guide peers that who to download a file from. We propose mechanism for 
peer reputation system. A dynamically updated reputation score in the P2P networks. Both 
mechanisms fundamentally track the reputation –score and it is used by the any peers in P2P 
network. 

Reputation system using two scheme of computation 

 Credit-only reputation computation(DCRC) 

 Debit-credit reputation computation (CORC) 
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In first mechanism credit-only reputation (CORC) debit peer reputation score is downloading 
and credit serving content. In other hand the second mechanism no debit no offers, only credit 
peer reputation score serving content. 

In P2P decentralized unstructured like Gnutella P2P system, content recovery involves a content 
download phase and search content phase. The desired content for search generated by a peer 
with suitable keyword. And it is sends to all peers. This query reply back to the peers who 
process the query. The request forward to the peers, if it’s sharing directory has the content. The 
query depending on the TTL (Time-to-live) are directly connected to it. Query peer is exhausted 
until the TTL specified, this forwarding continues. Once all the replies receive by the querying 
pees. Then content download from the selected peer. At the point of download the content they 
use TCP connection or HTTP connection typically. For successful content re-retrieval, the type, 
quality, and quantity of the content each peer places in the shared directory play an important 
role.  
Further, the bandwidth at which the actual download occurs is also an important consideration. A 
high bandwidth querying peer is likely to have a better experience with the system if it 
downloads the content from another high band-width peer. The above factors essentially 
differentiate the peers along the dimensions of behavior and capability. The capability of a peer 
depends on its processing capacity, memory, storage capacity, and bandwidth. The behavior of a 
peer is determined by the level of contribution offered by it for the common good of the P2P 
network. As the peers conduct content search and download functions, the proposed computation 
mechanisms map each contributing peer's behavior to form the first component of the reputation 
score for each contributing peer. The second component of the reputation score for each peer 
results from its capability (memory, power processing, band-width, and capacity storage). 
Reputation based methods can be categorized into two main groups: autonomous reputation 
approaches and global reputation approaches. In autonomous reputation approach, peers 
maintain reputation history of only those peers whom they have interacted with. This approach is 
very easy to implement because it does not require creation of global database, security 
infrastructure or centralized storage to protect local reputations’ integrity. Example: XRep. 
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                   Figure 2.4: - Components of the Reputation Score  

 

Some peers may not want to get their reputation tracked for privacy reasons. Existing designs of 
P2P networks do not provide peer anonymity and our goal in this paper is not to propose 
alternate designs for Gnutella style P2P networks. As a result, the reputation tracking presented 
in this paper does not address anonymity issues in such tracking. Also, the reputation system 
involves additional overheads to keep the most up-to-date view of each peer's reputation which 
some peers may not want to incur. For these reasons, enrollment in the reputation computations 
is self choice. Peers who choose not to enroll always maintain a default reputation score of 0. 
Peers who enroll can enhance their scores by being good citizens of the P2P network. They can 
also save their reputation scores across sessions. Thus, a cooperative peer can maintain benefits 
of its participation in the system in spite of being offline for a while. In a perfect world, each 
peer's local software can update and store its reputation score. However, this simple mechanism 
could be thwarted by the peers by altering the score computations to their benefit or by 
tampering with the value of the stored counter. The proposed solution to prevent such 
occurrences is discussed. The solution utilizes a reputation computation agent (RCA) for fair 
periodic updates to each enrolled peer's reputation, still ensuring that the reputation points for 
each peer are kept locally for fast retrieval.  
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2.6.2 Object Reputation approach: -  

For design several goals to guide that are important requirement for the successful reputation 
P2P mechanism. 

 Relevance: - 

 The system must require using sufficient information for credibility of the peers and the 
object evaluating the authenticity. 

 Distribution and Decentralization: -  

A prior no participants should be trusted. During online operation no central computation 
should be required.   

 Robustness: -  

The attacks must be robust of the system attacks by a large no. of malicious peers 
coordinated. 

 Isolation: - 

 The participating decision in the reputation system should be free decisions in the related 
activities participate such as, bandwidth contribution or online remaining and files sharing. 

 Motivation: -  

In reputation system must have realistic incentive to participate honesty. 

2.6.3 Hybrid reputation approach: - 

 Hybrid reputation approach works on structures of the organizational the attempts solve 
problems reputation approach associated with centralized and decentralized both models. In 
order to Organizational approaches are more and more used to  build Multi Agent Systems 
(MAS) since they allow facing complex problems using simple abstractions. Relationships 
among organization members those abstractions can be concepts that structure, such as roles that 
agents can play and interactions that type of agents can use to connect to each others, and also 
bounds, such as norms that establish undesirable agent’s behavior.  
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2.7: - Punishment:- 

While incentives are very useful at depressing self-recentness, curtailing misconduct requires the 
ability to punish spiteful peers. As deliberated on staring, the reputation system of primary 
functions is to inform agents as to which peers are likely to defect on a transaction. Not only 
does adversary avoidance benefit well-behaved peers, but who will quickly unable disseminate 
bad resources or cheat to the other peers malicious punished. E-commerce sites, such as eBay 
use reputation systems not only to provide good customers information on sellers giving buyers a 
sense of security, but also to discourage misbehavior in the first place [7]. 

 

2.8: - Summary: -  

This chapter gives a brief summary of the content poisoning problem, its impact on P2P systems. 
We also take a look at the various approaches used to combat of the content poisoning. First of 
all effects are analyzed in content poisoning. The brief explanation of the various scenarios in 
P2P systems is given. Finally we discuss the various approaches that we have followed.  
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                                                                   Chapter 3 

                     Detecting Pollution and Punish Method 

 
In this chapter, we propose a new method called detecting pollution and punish method which 
helps in combating content poisoning in P2P systems.  In P2Pn file sharing application based on 
DHT. To index the file sharing files uses mechanism of double indexation for DHT. Each peer 
nodes associated by two level. In first associated level of DHT have keywords with files name, 
while the second associated level of DHT has sources with files. As we know that each node has 
a random ID for determining its position in the distributed hash table. When we shared any file, 
the given data and associate keywords with the name of its hashed generating an ID separated 
with MD4 function which is published in DHT. Firstly the information of the files (file name, 
file size, file-ID, etc) each keyword (keyword ID) is published toward the hash table. While the 
secondly published its own information by the peers (Peer ID, IP address, Service Port No., etc) 
towards the file (file-ID) of hash.[6] 

3.1 Detecting Pollution in P2P Sharing Networks: - 

3.1.1 The pollution index falsification:- 

We emphasize and compute pollution new form which is spread into the network. While many 
unexcited files in index poisoning advertises which we can’t be downloaded. Advertising a 
single file with many different file names consists in index falsification, and subsequently many 
different keywords. Which are not related to the real content? Each false filename is preciously 
made popular to the help of polluters. 

This form of the pollution is more dangerous because it leads to user’s undesirable content 
download, it’s nothing but it’s just a waste of the network resources process and for the safety of 
the user the downloaded file could be harmful. The downloaded content can be a video hurting 
users feeling (low quality, pornographic content) or a malware. Many false positives create by 
this pollution when monitoring these illegal contents to any network or the fact any users never 
monitoring this illegal files content. On the daily basis when we suffer from the pollution of this. 
It’s very important to study to investigate these problems. 

 

 



 

 

19 

 

3.1.2 Approach for the detection of the index falsification: - 

In index falsification to detection this pollution, which might to be collect all the different file-
names attached to a file and find out their consistency. Still, it’s making very tough to retrieve 
the scheme of the double indexation scheme search from a keyword, it is possible that we can 
obtain the different keyword linked and their details (file size, file name, etc). But from a 
keyword search collected all the different files include the genuine keyword in their file-name, if 
sometime some files which is not related indexed through keywords in the DHT. On the other 
hand when we search from the source, it’s a possibility to obtain the file from all the sources. So 
it’s not matter that which sources uses the file-name. However, at the level of DHT is not an 
important published? The second level of DHT the possibility of filenames can’t be obtained by 
regular level lookups [1]. 

                      

             Table:-2 Example of consistent filenames retrieved from the responding sources for a clean file. 

                         

             Table:-3 Example of consistent filenames retrieved from the responding sources for a clean file. 
 
At the beginning of the downloading process we can obtain a file-ID linked the different file-
names. After a keyword search when a file is selected for the download, firstly thanks to the 
DHT from the sources. Then TCP connection sends to request to initial toward each source.  
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Relating a clear file (table 2) the same and the others majority (30) of the sources responding 
desired content are clearly related. On the other side relating to a polluted file (table 3) show that 
the totally different filename the desired content conflicting with each other. 
 
 
3.2 Comparison metric for pollution detection: - 
 
A file-ID given, determine if the file is reliable or polluted by the index falsification. Our 
detection the different file names given by the sources is based on overall consistency. To 
calculate two filenames similarity, we are using matrix to evaluate the similarity their set of 
keywords.  Let us P and Q be a keywords sets. Where keywords associated with the desired file-
name is being P and keywords associated with a file name regained from the sources are being 
Q.  Here we using Tversky index [13] is a metric similarity (where ߙ =  used in mining of data (ߚ
and defined by:  

                                          ……(3.1) 

 
K (P, Q) ε [0, 1] and more accurately 1 returns if the both files have the same name and if they 
return 0 means that there have no common keywords. 
Now we define for each file pollution coefficient S for P as a average function of coefficient 
similarity for all file-name Qi which is regained from the sources n. 

                                         …… (3.2)            
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                             K (P, Q) = |௉∩ொ|
|௉∪ொ|

                             …. (3.3) 

 

Now we defined the probability check S ( ௖ܲ). In peers of the network adopt a method which 
verification to reduce the Pc value and it’s maintain from the behaviors of the past content 
downloaded of the such peers k. in future from peers k represent the probability and maintain a 
list of verification. [8] 

We introduce an algorithm who reduces the poisoning control. As soon as probability checks 
value is increase that means this peers mostly time shared infected file to the peer of the network. 
Support  from a peer x shared files and other peer download the files but mostly time peer x 
share infected files then they increase its probability check cost and other when its mostly time 
share genuine files to the peers then the value of check probability has to decrease ܵ( ௖ܲ

௞). 

We introducing four type of verification, first verification are no verification, and second 
verification is probabilistic verification, third is dynamic verification and last is full verification. 
[1] 

In no verification ௖ܲ =0.0 there have no verification overhead is present that types of peers never 
verify files there have possible maximum infected files are presents. In probabilistic verification 
the probability check is ௖ܲ=0.5 there have fifty- fifty change to verify the file. In this file could 
be infected or be verified. In dynamic verification is the collection of full and probabilistic 
verification means that in this file verification its possibility to full verifies or they have a 
possibility of fifty-fifty. In full verification ௖ܲ =1.0 means that their peers will always verify the 
peers. There have full verification overhead and no infection [1]. 

 Proposed Algorithm : 

1. Initialize ܵ( ௖ܲ
௞) to 1.0 for all peer k. 

2. For the file F from peer k. 
3. With probability check S( ௖ܲ

௞) verify file F. 
4. { 
5. If 
6. File is infected. 
7. ܵ( ௖ܲ

௞)  ← (0.7~1.0). 
8. Then delete file. 
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9. Else 
10. Keep and share. 
11. } 
12. Otherwise 
13. Keep and share. 

                  Figure 3.1:-Pseudo code for probability check. 

 
3.3 Summary 
In this chapter, we present the details falsification and verification explaining the main approach, 
the proposed content poisoning levels, the detection mechanism, and the probability check. As a 
summary, falsification requires the server to monitor the network peers attached to it. By 
monitoring the behavior of its peers, a server can decide if a neighbor is acting like infected 
peers. If a server determines that a peer is acting as infected peers, the peer takes probability 
check against that neighbor to reduce the adverse effects of content poisoning. To evaluate 
falsification in a P2P network environment, we have conducted brief implementation tests. In 
Chapter 4, we present and discuss the implementation results of the proposed solution in detail. 
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.                                                      Experimental Results 

 
4.1 Simulations 
 
We have simulated our framework on the overlay model of Omnetpp, Inet and Oversim. We 
have also done small implementation of MATLAB. 
 

4.2 Result 

We have done the simulation of our framework considering a few nodes. We have observed the 
result by making a comparison between other approaches and our approach. The results depict 
that our approach is advantageous because it control the activity of content poisoning in P2P 
systems.  

4.3 Quantification of Content Pollution in P2P Networks: - 
 
4.3.1 Shared contents investigating: - It is an impossible task to collecting all the shared 
files in a P2P networks. We are trying to investigate that content pollution which is interest of the 
user’s significative sample based. Our experiment based on the top 100 which was more 
downloaded contents in previous year, Bit-Torrent website indexing receives in a year more than 
100 million searches. We are collecting 20 related files content from the top 100 for the each 
content that valued sources show the highest number, in the result of investigated 2000 files. 
Previously collecting another filenames for the 2000 files, we want to know how faster file found 
the real sources in order duration define of the experiment. On bases of 150 sample files, the 
quickly increase the responding sources in the duration before 
200s after that downloading they are stable that are shown in figure (9).  The real detection can 
be performed is how faster that is show in this result. 
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                                Figure: 4.1- % of the responding sources discovered in time 
                             
  
 
4.3.2 Metric evolution: - 
Doubt disposed to errors in every classification. Some unpolluted (false-negative) files are 
tagged as polluted (false-positive) in our case and doubt; unpolluted files can be attached as 
polluted (false-positive). To provide a consistent detection pollution. We have to need an 
appropriate fact for the corresponding metric and recognition thresholds value. By investigated 
file-names files tag as clean, unclassified or polluted within a web boundary which showing the 
connected file-names is presented in table II and table III 
We tasted some Tversky forms correspondence metric and initiate that best result detection 
depending to the expert votes given for ߙ =  which is known as Tanimoto coefficient [11] 1=ߚ
and written as : 
Then to set the detection thresholds for the top contest the skilled votes:  for when pollution 
coefficient S (P) below the 0.1~0.3 that means tabbed as a clean files,  in between the 0.3~0.7 
means  tabbed as a unclassified files and 0.7~1.0 means tabbed as a polluted files.  
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                         Figure: 4.2 - Distribution of files according to the pollution index 

 

We suppose that each peers before downloading they will be verifying the content from the  file 
if file to be infected then we have to delete from the peers but some time many uses is not skip 
the verification step and it shared files rest network. 

4.3.4 Computerization and description of P2P Pollution:- 

The index falsification to quantify, we applied to investigated our final metric on the popular 
files. A large number of broadcast sources split, we didn’t find any response sources for 20.5% 
files this clearly indicates that files is the polluted from the index poisoning. Another we found 
that the majority of the index falsification of the pollution affecting 41.1% which are considered 
in P2P networks. 28.6 % are clean and   8.6 % files are unclassified. 

                     

                                                Table 4:- Quantification for the global pollution 
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In conclusion, we investigate for each entry in top 100 for corrupted file. We are using two types 
of lists keywords. One is paedophic content [6] and other is pornographic contents. Now we 
search for those keywords file-names 41.1% files are infected by the index falsification. And 
8.8% referenced at least paedophic and rest 55.7% related to pornographic. [9] 

                                 

         

                                       Table 5:- Index falsification contents types 

Analysis of the corrupted file of the top 100 entries, the pollution concerned of the top100 for each 
entries. We observe that the 25% of the most downloaded file are infected out of 20 files 

 

Fig. 4.3 the performance shows in fraction verifications for tasted four situations vs. simulation 
time, and fig. 4.4 performs fraction infections which are occurred in P2P network system vs. 
time. This fraction depends on total downloaded calculation fraction based files. 

The situations for full verification and no verification basically what we presume and our 
simulations validate: when we verified 100% file then 0% infection occurs in our P2P network 
system. Basically we are trying to exclude cost of verification then cost reaches maximum rate as 
possible. The exact value of the injected poisoned content (20%). This is almost same to the 
related of prisoners in P2P network system. 
In our proposed algorithm is tried to reduce the verification above as much as possible that we 
reduce. 
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                              FIGURE 4.3:- fraction of the verification in the care of 20% poisoners sharing infected files 
 

                                
 
            FIGURE 4.4:- fraction of the infections in the care of 20% poisoners sharing infected files 
 

With the being said, our proposed algorithm work in the case where poisoners send some 
genuine file along with infected files therefore, we repeat our simulation experiments with same 
parameters described earlier, poisoners peers create and share 2 genuine and 8 infected files the 
result run on new simulated fig 4.5,4.6.    
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    FIGURE 4.5:- fraction of the verification in the care of 20% poisoners sharing both 
                                                genuine and infected files 
 
 
 

                             
                        FIGURE 4.6:- fraction of the infections in the care of 20% poisoners  
                                                    sharing both genuine and infected files 
 
 
Notice that even when the poisoners are acting as bogus peers in the system, our verification 
method performed quite well. 

 



 

 

29 

 

4.4 Comparison based on percentage of content poisoning 
If no verification probability check is implemented in the network. Many previous researches 
show that almost 80% of nodes become content poisoning in the absence of verification 
mechanism. This increases the number of queries in the system and it can become overloaded. If 
the verification mechanism is able to reduce the number of content poisoning in the network, it 
will enhance the performance of the network on the whole.  
 
4.5 Increment of P2P Networks efficiency 
When we notice that the peers believe or act like as rogue poisoners, then our propose method of 
the verification are work very quiet and properly. Then the infection ratio is more the reduced up 
to 6% to the previous verifications (no verification and probability verification), and overhead 
verification is just 38% only. Apply verification algorithm is flexible and worth in monitoring 
and design, suppose the probability check value can be drop to prevent infection slowly, or 
verification overhead quickly to reduce. After the verification algorithm method apply it is more 
efficient because they reduce the overhead in to the networks of the P2P. 
 
4.6 Time reduce in Networks 
If the network efficiency is increase then the download or searching time also to be reduce in the 
networks and easy to get the files to the user. When user get clean data then traffic are also 
controlled and that why user are more interacted to use the network of the P2P. 
Content verification reduce traffic overhead that the profit of the user and the networks to control 
the traffic of the network, and that decrease or reduce the time of the user uses and increase the 
believer of the Peers.    
    
 
4.7 SUMMARY 
In this chapter we give an explanation of the simulation performed to obtain the results of the 
research work. We explain the various results with the help of graphs. The graphs show the 
reason why our approach is better than the previous approaches. 
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                                                                    Chapter 5 

 
                                         Conclusion and Future Works 

 

5.1 CONCLUSION 

The content poisoning problem is the most important threat for any P2P system. It prevents the 
system from working efficiently. As a result, some researchers proposed several mechanisms to 
provide verification probability check to the effect of content poisoning in a P2P system or 
network. Here we have proposed the verification mechanism. Which can prove quite effective in 
this regard? This work also proposes the method of detection which can also prove quite useful 
in reducing the activity of content poisoning. In our work, behavior factor is the most important 
parameter for analyzing the behavior of content poisoning.  

   The approach that we have used here controls the content poisoning activity and encourages 
the peers to be best in the network. It forces the peers to become contributor rather than 
consumers. Our work is an improvement over many other previous approaches. The results show 
that as the number of nodes increases in the network, number of content poisoning decreases in 
the network. It also depicts that behavior factor is indirectly proportional to verification 
probability check, i.e. if the behavior factor of a node increases, the probability check will 
decrease and vice-versa. 
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5.2 Future Work 

In our future works, we will investigate the polluting behaviors in order to understand precisely 
how this pollution is achieved. Then, we will design a detection mechanism which can operate 
earlier in the download process to avoid the initialization of many connections towards the 
responding sources. Our solution will also need to be suitable for real implementations (by 
keeping backward compatibility and minimizing the overhead) in order to protect current P2P 
networks. 
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